Abstract
Introduction
Digital watermarking is an approach to protect intellectual property right in digital form. A watermarking technique embeds watermark into digital contents such that they can be extracted for legal purposes to identify the original copyright owner (s) of the information contents. Most of the research concentrated on images, audios and videos etc. For example, secret message can be embedded by changing the length of the silence intervals in speech signals [1] , traversing the 3D Triangular meshes [2] , using angles [3] , using fragile software watermarking technique [30] etc.
Due to that the redundant information of text documents is too limited to carry more message, there is relatively little research on watermarking in text documents. Nevertheless, there are still some achievements in this area. For example, metadata can be used to hide information in Microsoft compound documents [4] ; Zhijie Liu et al. achieve the reversible text watermarking by using an invertible transform to perform the embedding and extracting procedures [5] .
Microsoft (MS) Office files (e.g., MS Word, PowerPoint, and Excel) are the most widely used digital text mediums on the Internet. On the other hand, many problems are caused by these documents, such as copyright disputes etc. Digital watermarking has been recognized as a helpful technology for copyright protection, traitor tracing and authentication.
Previous research related to electronic documents has mainly dealt with MS compound documents (e.g. MS Office 1997 -2003 . This paper focuses on the watermarking related to Office Open XML (OOXML) format documents. MS Office 2007-2010 documents use new OOXML file format and have new file type associations and extensions. Each OOXML format file is created based on OOXML format and ZIP archive technology [6] . The details about OOXML format are introduced in Section 3.
This paper proposes a novel watermark embedding method in MS Word 2007-2010 documents which use OOXML format. Watermarking information can be embedded into OOXML documents by replacing or adding the values of Revision Identifiers (RIs), which are specific attributes in the main document body of the OOXML document. There are a large number of RIs which can be used to hide information in the main document body of the OOXML document. The Secret information can be encoded as hexadecimal numbers which are used to replace the values of RIs to hide information. This will not affect the use of the document. In the process of watermarking detection, a secure watermark detection scheme based on zero-knowledge proof is proposed without revealing the embedded information to prevent the owner of the document from cheating by ambiguity attacks.
The proposed method does not change any format information of characters (font, color etc.) which were presented by previous text format based approach and does not change the linguistic information of cover text which were presented by previous linguistic approach. Compared with other methods, the proposed method does not change the size of document and not add any new files or parts to MS Office file package. The proposed method can resist "Format", "Impersonation", "Save As", "Copy" and other active attacks, and the embedding capacity of the proposed method is higher than contemporary linguistic watermarking approaches. Experiments demonstrate the feasibility of the proposed method.
The main contributions of this work to the digital community in general, and text watermarking community in particular are: 1) A novel text watermarking algorithm, which embeds watermark by replacing or adding the values of Revision Identifiers to protect the OOXML document, has been proposed.
2) The RIs attribute, the values of which are unique, is extracted from the main document body of the OOXML document to hide information.
3) To improve the security of watermarking detection method, zero-knowledge watermark detection scheme is proposed to prevent the owner from cheating by ambiguity attacks.
In the remainder of this paper, the following information is presented: In Section 2, related research is discussed. Then, OOXML format is introduced in Section 3. In Section 4, the proposed method based on OOXML is presented in detail, followed by the description of the experimental results in Section 5. In Section 6, performance analysis is discussed. Finally, in Section 7, the paper concludes with some suggestions for future work.
Related work
The previous work on text digital watermarking can be classified in the following three categories: the image based approach, the linguistic approach and the structural approach.
The linguistic approach
The linguistic approach includes syntactic approach and semantic approach et al. The NLP (Natural Language Processing) techniques are used to analyze the syntactic and the semantic structure of text while performing any transformations to embed the message. Atallah et al. first proposed the natural language watermarking scheme by using syntactic structure of text [7] . The syntactic tree is built and transformations are applied to it in order to embed the watermark keeping all the properties of text intact. Hassan et al. performed morpho-syntactic alterations to the text to watermark it [8] . The text is first transformed into a syntactic tree diagram where text hierarchy and dependencies are analyzed to embed watermark bits. The semantic watermarking schemes focus on using the semantic contents of text to embed the watermark. Atallah et al. were the first to propose the semantic watermarking schemes in the year 2000 [7] . Later, the synonym substitution, presuppositions, noun-verb based technique, acronyms and abbreviation et al. methods were proposed [9] [10] [11] [12] [13] .
Text watermarking by using syntactic, semantic structure of text is an efficient approach for text authentication and security protection but progress in this domain is slower than the requirement. The text watermarking is language dependent. NLP is an immature area of research so far and efficient results in text watermarking cannot be obtained.
The image based approach
The message can be embedded by shifting lines, words, or characters by a small amount in a document image. Brassil et al. were the first to propose a few text watermarking methods utilizing text image [14] [15] . The line-shift algorithm moves a line upward or downward (left or right) based on watermark bit values. The word-shift algorithm used the inter-word spaces to embed the watermark. Huang et al. [16] proposed an algorithm based on an average inter-word distance in each line. The distances are adjusted according to the sine-wave of a specific phase and frequency. In some algorithms, the embedded information can be destroyed by a simple OCR (Optical Character Recognitions) analysis. The use of OCR obliterates the changes made to the spaces, margins and fonts of a text to embed information.
The structural approach
MS Office files spread widely on the internet and can be used to hide copyright information. Most of the works use the technique of modifying the structure to embed information. MS Office files from versions prior to Office 2007 (i.e., 1997-2003) used the compound document format defined by Microsoft [17] . Compound document files, which work similar to real file systems, are used to structure the contents of a document in the file. They contain a number of independent data streams (like files in a file system) which are organized in a hierarchy of storages (like subdirectories in a file system) [17] . Research on compound document was introduced as follows.
Gary Cantrell and David D. Dampie in 2004 discussed the probability of hiding information using MS Office files [18] . They found that these documents contain a large amount of unused space and metadata which can be used to hide information. However, they did not describe the actual process of information hiding. Castiglione et al. in 2007 presented a method for information hiding using MS compound documents [4] . They covered secret message to the unused space to hide data. This approach is provided with good imperceptibility and large capacity. H. Kwon et al. in 2008 presented a corresponding tool to detect the hidden data in the unused space of MS compound documents [19] . Tsung-Yuan Liu and Wen-Hsiang Tsai in 2007 suggested a steganographic method for data hiding in MS Word documents by a change tracking technique [20] . The data embedding is disguised so that the stegodocument appears to be the product of a collaborative writing effort.
Methods above are mainly aimed at the MS Office 1997-2003 documents (MS compound documents) and not adaptable to the new MS Office 2007-2010 documents (OOXML documents).
Research on OOXML files was introduced as follows.
Simson L. Garfinkel and James Migletz in 2009 presented that data can be hidden in OOXML format files by using comments [21] . The method has important implications for forensic investigation. However, as they described in the paper, the comments are stripped when the files with comments are written back out. Bora Park et al. in 2009 suggested a method for concealing data using unknown parts and relationships in an MS Office 2007 file and provided an algorithm to detect hidden data [22] . This method has strong robustness and can resist "Clear Format", "Edit"/"Modify", "Save As" and other active attacks.
This paper proposes a new watermark embedding method for OOXML format documents and a watermarking detection scheme to overcome the problem caused by disclosure of the secret key in the process of watermarking detection. The proposed method does not change the size of document and not add any new files or parts to MS Office file package. Experiments demonstrate the feasibility of the proposed method.
OOXML format

It is well known that MS Office 1997-2003 files are saved as binary files, but MS Office 2007-2010 files use a new file format based on Office Open XML (OOXML) format. Each OOXML file consists of a series of compressed component parts that are stored in a container called a package, and each decompressed package conforms to the OOXML file format [23] . A package is an ordinary ZIP archive, which contains that package content-type item, relationship items and parts [6] . These items and parts can be viewed as files within the ZIP archive. For each package, there is a package-relationship ZIP item that contains information about the relationship between the package and its parts. Similarly, there are part-relationship ZIP items that contain information about relationships between the various parts of the document. Structured information is first encoded into XML and compressed, so the new documents will take up less space than previous format. Figure 1 shows the structure of OOXML format.
Figure 1. The structure of OOXML format
The new OOXML files will include new file extensions to distinguish them from the previous file types. The extensions of the new and old file types are listed in Table 1 [24] . 
An MS Word 2007 file
This section takes the Microsoft Word 2007 file as an example to illuminate the structure of the MS Office 2007 file, and the method is also similar to MS PowerPoint and Excel 2007-2010 files. An MS Word 2007 file is a ZIP archive that holds the components (also called parts) that comprise the document, and the parts can be viewed as files within the ZIP archive [25] . When we take a WordprocessingML document and use the Microsoft Windows Explorer shell to rename the ".docx" extension to ".zip", we find many different elements, especially in larger documents. .xml". This part stores a dictionary with content types for all the other parts inside the package. The content type indicates what type of content can be expected in the package [26] . When browsing a bit further, there are XML files using the ".rels" extension always stored in folders called "_rels". These relationship files tie the various parts of the document together. This greatly eases the workload of custom applications that need to browse through a package to find specific elements. Besides the parts that store markup for the document, there are also many supporting parts inside the ZIP archive container that store information such as settings, fonts and styles.
The minimal WordprocessingML document is required to have at least three parts [26] . It needs to have one part that defines the main document body, usually called "document.xml". This part needs to store its content type in the " [Content_Types] .xml" part. Every package contains exactly one "Content_Types" part. Finally, the main body part needs to be locatable by using a relationship part. This is the third one to go into the package.
The main document body
The main document body of an MS Word 2007 ZIP archive is the "document.xml" file [26] , which contains almost all the characters that should be shown on the MS Office screen display. The proposed method is carried out in the "document.xml" file. The following is an example of the simplest XML code that can appear in the "document.xml" file: The document element allows a child element called body to store the text that makes up the document. There are two main groups of content for the document body, block-level content, and inline content [26] . The block-level content provides the main structure. Common samples of block-level content are paragraphs and tables. The block-level content contains inline content. Among the inline elements are runs of text and images. In general, there are three elements to define the printable text: paragraph elements, run elements and text elements. Figure 3 shows the relationships among the three elements, as well as their corresponding tags. According to the OOXML format, each w:p element defines a paragraph, and a paragraph is split up into different runs. The w:r element is the lowest level element that can have formatting applied. The w:r element is split up again into various w:t elements. There is a w:t element to define printable text and also elements to store non-printing characters such as carriage returns or line-breaks [26] . As shown in the example above, the printable text "This is the first paragraph about office open xml file formats" is defined by the w:t element.
Watermark Embedding and Detection Scheme
Watermark Embedding
Proposed method
Each electronic document will inevitably have been revised several times by authors or others until the final version. It could even be that a finished document is formed by continuously revising a blank document. For an OOXML format document, the traces of these revisions (here "revisions" include the modification, deletion, insertion, adding of text and so on) will be recorded by Revision Identifiers (RIs), which are specific attributes in the main document body ("document.xml") of the ZIP archive. For example, the author creates a new MS Word 2007 document, and types the words "steganographic method for data hiding". Then the author sets the color of these characters to red, and saves the file as "sample.docx". The w:rsidP, w:rsidR, w:rsidRPr and w:rsidRDefault shown in Fig. 4 are RIs, which are defined by w:p or w:r elements. Each electronic document contains a large number of RIs, and their values are composed of 8 hex numbers (32-bit numbers stored in hexadecimal). When a person opens an MS Word 2007 document and edits it, there will be some RIs which are defined by "document.xml". RIs have unique values, which are randomly generated (although there is, of course, a 1 in 4-billion chance that two of these 32-bit numbers will be the same).
<w:p w:rsidP="008A5A97" w:rsidR="008A5A97" w:rsidRPr="008A5A97" w:rsidRDefault="008A5A97"> <w:pPr> <w:rPr> <w:sz w:val="28" /> </w:rPr> </w:pPr> <w:r w:rsidRPr="008A5A97"> <w:rPr> <w:rFonts w:hAnsi="Times New Roman" /> <w:color w:val="FF0000" /> </w:rPr> <w:t>steganographic method for data hiding</w:t> </w:r> </w:p> There are many different RIs values in the main document body ("document.xml") of the OOXML document, and the attribute is bound together with the printable text. The RIs values will be generated through the following terms: 1) Type the new characters after creating a new OOXML document; 2) Open the document again, and edit the existing text (such as changing the font, font size, font color, bold, italic and so on);
3) Open the document again, and type the new characters. Experiments demonstrate that the secret message can be embedded into OOXML document through two approaches.
1) The first one is to replace the values of RIs. This will not affect the use of the document. There are a large number of RIs which can be used to hide information in the main document body of the OOXML document. The Secret information is encoded as hexadecimal numbers which are used to replace the values of RIs to hide information.
Replacement principles about the values of RIs: the values of the RIs, which have the same values, are replaced with same watermarking data. This ensures that the document after embedding watermarking can be opened normally.
2) There is another RIs attribute in the main document body of the OOXML document：rsidDel. The rsidDel attribute is the revision identifier for paragraph deletion, as shown in Figure 5 . Experiments demonstrate that we can add this attribute into the w:r element, and the value of the attribute can be used to hide information. This change will not affect the document's use. Each w:r element can be added into one rsidDel attribute, so the embedding capacity is considerable.
Figure 5. The revision identifier for paragraph deletion
The values of these RIs are composed of 8 hex numbers. In general, the first two bits of the RIs values are "00" and the last six bits are generated randomly. Therefore, when embedding information, the last six bits of the RIs values are selected to be replaced with secret data. Figure 6 shows the implementation process of the proposed method. 
Watermark Detection
The secret key is undesirably revealed during the watermark detection process [27] . The disputing parties have to disclose information, which is necessary to detect the watermark, to the dispute-resolver. However, this information is in most cases also sufficient to remove the watermark from the document. Another case, a cheating prover can intentionally choose a "faked" watermark as though it were the legal watermark to pass the verification and deceive the verifier [28] .
Therefore, in this section, a secure watermark detection scheme based on zero-knowledge proof is proposed to improve the security of watermarking detection and to prevent the owner from cheating by dishonesty prover in the process of watermark detection. Our proposed watermark detection protocol is described as follows. 
T>ε(a certain threshold), then there is a great correlation between the secret sequence (watermark) and the original text; D. The prover and the verifier operate the protocol n times to achieve the desired confidence. If the verification is proved correctly each time, the verifier believes that the text in question contains the watermark the prover claimed. Otherwise, if having any failure, the verifier does not believe the prover's statement and considers that the prover is cheating. A cheating prover could, at best, succeed at cheating with probability 1/2. If the protocol is repeated n time, the cheating prover could succeed at cheating with probability 1 2 n . Again, this algorithm is performed until the probability of cheating falls beneath a certain threshold. According to the homomorphic property of asymmetric encryption algorithm in the multiplication operation and the public parameters of the hash function, anyone who can be considered as a verifier can detect that whether the data sent by prover is correct or not. By calculating the linear correlation, verifier can believe that the text in question contains the watermark claimed by prover when the value of the correlation is greater than a certain threshold.
Experimental results
Embedding capacity
Test documents were retrieved by using Google on the Internet. 1,000 OOXML documents were randomly downloaded as the test documents to quantitatively measure the message embedding capacity and file size changes of the proposed method.
In this set of experiments, we embedded author's name (10 characters) into all embeddable places in the test documents using our proposed two approaches. The embedding capacity for each document is shown in Table 2 . The bit rate 1 (the number of bits embedded for each word of the document) and bit rate 2 (the number of bits embedded for each bit of the document) are measured. On average, 4.43 b can be embedded into each word and 0.07 b can be embedded into each bit of the document. Compared with other methods, the embedding capacity of the proposed method is lower than the works that hide information by using the unused space of MS compound document. Castiglione et al. [4] achieves an embedding bit rate 2 of about 8.45%-25% which is higher than the proposed method. This is mainly due to empty sectors that can be added to the physical structure of a document to increase the available space for steganography. However, embedding bit rate of the proposed method is higher than contemporary linguistic watermarking approaches. For example, T. Y. Liu et al. [20] achieves a bit rate 1 of 0.33 and bit rate 2 of 1/754, which are both lower than the proposed method. Bolshakov [13] achieves a bit rate 1 of 0.25 at most and bit rate 2 of 1/250, which are also lower than the proposed method.
Change rate of file size
The change rate of file size of the proposed method is also measured. The file size of each document before and after embedding data is shown in Table 3 . The symbol "+" indicates an increase in file size and "-" indicates decrease. It shows that the file sizes of some documents after embedding data increase, while others decrease. Table 3 also shows that the file size after embedding data increases by 0.03% on average and this can almost be ignored. The average change rate of file size of 0.03% is obtained by 100% of embedding bit rate, that is, watermarks are embedded into all embeddable places using proposed method. Another experiment was completed to test that whether the file size would vary with the proportion of embedding bit rate or not. The results are shown in Table 4 . It shows that document size decreases with the decrease of proportion of embedding bit rate, that is, the file size is proportional to the proportion of embedding bit rate. The average change rate of file size is about 0% when the proportion of embedding bit rate is about 90%, that is, the file size will remain unchanged before and after embedding data. It shows that the sizes of some OOXML documents after embedding data increase, while others decrease. The reason is that the implementation tool was developed by Java in the experiment. There are 10 compression levels (0-9) in the ZipOutputStream of Java. The higher the number is, the higher the compression level is. The default compression level is 8 in the Java program, which is higher than the default compression level of the office applications. Therefore, some of the files get smaller after the data is embedded. The changes of main document body which are produced by using the proposed method will not be shown on the MS Office screen display. That is, the proposed method does not change the format information of characters (font, color etc.) which were presented by previous text format based approach and does not change the linguistic information of cover text which were presented by previous linguistic approach. The change rate of file size can almost be ignored. Therefore, the method proposed in this paper has better imperceptibility.
Robustness
Attack type includes active attack and passive attack. For active attack, attackers will try to disrupt the watermarked document by random attacks just to thwart any possibility of embedding secret information. These random attacks consist of random Format attack (Clear Format, Modifying font, color and size etc.), Impersonation attack, Delete attack, Retype attack, Save As attack, Copy attack etc. Experiments demonstrate that the proposed method can resist "Format", "Impersonation", "Save As", "Copy" and other active attacks.
For passive attacks, attackers try to detect any trace of embedding watermarks. If he detects the presence of hidden information he will destroy the message. The proposed method in this paper has better imperceptibility, which is unlikely to arouse attackers' suspicion. This goal can also be achieved by decreasing the embedding capacity which can be measured by using information theory method.
The average extraction accuracy of the proposed method after the cover documents are attacked is shown in Table 5 . The secret message can be extracted absolutely when the cover documents are attacked by "Clear Format", "Impersonation" and "Save As" attacks. For "Modify" and "Copy" attacks, the average extraction accuracy is 91.7% and 94.1% respectively. The proposed method can not resist "Delete" and "Retype" attack. The data will lose if the printable text which carries secret message is deleted by attackers. The reason is that the proposed method relies on the content of cover document, which is similar to the method of natural language information hiding. 
Security
The security of a digital watermarking scheme must not depend on the scheme and secret key being kept secret. The secret key is undesirably revealed during the watermark detection process. So a secure watermark detection scheme based on zero-knowledge proof is proposed without revealing any watermark-related information in the process of watermark detection. The homomorphic property of asymmetric encryption algorithm in the multiplication operation and the public parameters of the oneway function are used to prevent the owner from cheating by ambiguity attacks.
Meantime, the protocol proposed in this paper does not need the trusted third party, which reduces the communication complexity and prevents the owner from cheating of the third party. Any verifier
